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Abstract—Q-RAND presents a means of producing physically-
derived random numbers that are indeterminate at the quantum
level, through a process derived from the quantum confinement
of a resonant tunnelling diode. This system presents many
advantages for the production of these random numbers -
including the macroscopically measurable nature of the diode's
resultant behavior, which allows for the use of non-specialized
support electronics and hardware prototype design. Random
number generators of this type are especially valuable for
cybersecurity applications, and this phase of the Q-RAND project
seeks to produce and refine a hardware design to provide high
bandwidth randomness through the operation of a miniature
standalone device.

I. BACKGROUND

Randomly generated numbers, or sources of randomness in
general, are valuable for a range of applications, from
cryptography to statistics and even gaming. Many
contemporary random number generators rely on
algorithmic pseudo-randomness [1], where the stream of
numbers are algorithmically derived from a prior explicit
digital state. These techniques rely on the obfuscation of the
internal state or the algorithm itself for any unpredictability,
and while fast and easy to implement exposure to the
evolving internal state of the generator presents
vulnerability for cryptographic purposes.

A solution to this are devices called true random number
generators, which derive randomness from the physical
world [2]. These typically operate by interfacing with the
messy non-digital environment directly, such as sampling
using an analogue to digital converter or examining the free-
running oscillation for rings of inverter gates [3], [4]. The
highest standard of unpredictability for true random
number generators are those that derive their randomness
from quantum systems [5]. To the surprise of physicists in
the early 20th century, it has been found that there are
elements to a physical system on the quantum level that are
not only hard to capture state information for, but for which
it is fundamentally impossible to do so [6], [7]. These
guantum-level indeterminate systems can be exploited to
produce fundamentally unpredictable randomness, and it is
through quantum confinement semiconductors that we aim
to do this here.

The semiconductor devices we use in this work are known
as the resonant tunnelling diodes, or RTDs [8]. These diodes
consist of two conduction band barriers defining a quantum
well, for which electrons can either tunnel through (if their

energy aligns with an intermediate confined energy level),
or with enough energy bypass (over the barrier structure
entirely), through a process known as thermionic emission

[9].

This paper presents the current prototype for the
standalone version of this evaluation system, with emphasis
on the electronics surrounding (and performing the
evaluations of) the RTD. The aim of this device is to extract
randomness from the RTD and relay to a host via USB
connection, with an amount of processing and system
control occurring on-chip.

Il. RELATED WORK

Quantum random number generators (QRNGs) of various
forms have already been developed. The first QRNGs
derived their randomness from the physical process of
nuclear decay [10]. These devices typically derived random
bits from the time intervals between measured particle
decays in the nuclei of a collection of atoms. While it is easy
to see that this system is quantum indeterminate it requires
specialised measurement equipment, usually a Geiger—
Miller tube, and typically requires the use of radioactive
sources to increase the count rate enough to allow for a
reasonable throughput.

More recently, quantum random numbers are produced via
evaluating quantum optical effects [11], most recognisably
through measuring the path of single photons through a
half-silvered mirror (requiring single photon
emitter/detectors) [12], laser evaluation of quantum
vacuum state fluctuations [13], or through shot noise taken
from conventional charge-coupled device photodetectors
[14]. As these techniques all require conversion from the
optical domain to the electronic, there has been work done
to develop all-electronic QRNGs, in particular through
specific sources of noise in electronic circuits. This noise is
typically that which emerges from single-barrier quantum
tunnelling events, such as that from a reversed bias Zener
diode [15]. In contrast to double-barrier tunnelling, in these
devices there is no confined energy level to provide
transmission at a single electronic voltage/energy level to
the exclusion of others, meaning the physical consequences
of each quantum event are much less distinct, requiring
precise  amplification, measurement and general
consideration for the separation of quantum events from
thermal noise.



I1l. CURRENT PROTOTYPE

The Q-RAND device extracts random numbers from the RTD
by pulsing the diode with electrical current of deliberate
amplitude and duration such that it is possible,
indeterminate and in the ideal case equiprobable for the
electrons to either tunnel through the double barrier
structure or to bypass the diode through thermionic
emission (Figure 1a) [16]. From an macroscopic electronic
perspective these two transmission modes mean the RTD
exhibits negative differential resistance, and an N shaped IV
characteristic [17]. Using a current source one can imagine
pulsing electrons at the current value of the peak of this N
shape (defined by electron tunnelling) such that it is not
possible to tell whether the voltage measured across the
device will remain at the voltage level of this peak or at the
voltage projection on the second positive differential
resistance region beyond (Figure 1b). This can also be
achieved in the voltage domain with a well-chosen load
resistor, such that the voltage distribution between this
resistor and the RTD is bistable in the same way.
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Figure 1: A diagram to show the principle of operation for the RTD
based RNG. (a) The band structure of the RTD showing the two
transmission modes. (b) The IV characteristic of the RTD, showing
the two current pulsing outcomes.

The current prototype for the USB Q-RAND consists of three
parts - the microcontroller board, the interconnect
daughterboard and the RTD chip and carrier. The
microcontroller used in this project was the SAMD21G18
from Microchip Technology. This was chosen due to the
relatively high clock speed, allowing for higher throughput
and temporal resolution, and for the 10-bit on-chip digital to
analogue converter to allow adjustments of voltage pulse
amplitude directly without any further components. This
microcontroller was provided alongside supporting
components on the Seeed studio 'XIAO SAMD21'
development board (Figure 2a, 2b), and connected to the
interconnect daughterboard through the use of header pins.

The daughterboard connects the microcontroller to the RTD
unit, with additional components to enhance and enable the
operation of the system (Figure 2c). These include voltage-
limiting diodes to avoid overloading the RTD and a load
resistor. This board also contains two 2N7002H n-channel
MOSFETs - one in series and one to ground as a means of
pulsing voltage, alongside a TLV3501 high speed
comparator. In the current firmware version these aren't
used in lieu of on-chip microcontroller functional
equivalents.

The final part of the system relates to the RTD itself. The
RTDs were grown in llI/V material via microwave beam
epitaxy [18], with the wafer diced with a diamond scribe,
secured to 28-pin chip carriers with epoxy resin and bonded
to chip pins with a wire bonder. These chips were then

inserted into a plastic leaded chip carrier sockets bonded to
the daughterboard (Figure 2b), with a grounded conductive
polylactic acid cover 3D printed and placed over the top to
protect against duct, contact and electromagnetic
interference (Figure 2a). To select one RTD within each chip
a wire is hand-soldered to through holes on the edge of the
daughterboard connecting the broken out chip carrier pins
to their circuit input and output in the desired configuration.

Figure 2: Photographs of the current Q-RAND prototype. (a) The top
side of the device, with RTD shield. (b) The font side of the device
with RTD shield removed. (c) The back side of the device.

The first design of the microcontroller firmware was written
in C++ with a heavy reliance on Arduino libraries made
compatible with the microcontroller in question, with these
being phased out to direct register manipulation as RNG
throughput (and thus operational speed) is optimised.
Communication between the prototype and the host device
occurs over USB via a virtual COM port. This port is read by a
packaged python executable running on the host device
which performs further postprocessing and saves the
random output to disk based on user parameters.

IV. FUTURE WORK

Relating to hardware, in future revisions it is hoped to
transition to a more minimal electronic design, taking
forward only what is most conducive to random number
generation. In addition, further steps can be taken to
maximise the throughput of the random number generator.
A previous iteration of this design was experimented with
using a Complex Programable Logic Device (CPLDs) circuit
for enhanced post-processing throughput, defined using the
hardware definition language VHDL, and the use of a Field
Programable Gate Array (FPGA) integrated circuit may be
optimal for control and processing going forward.
Additionally, a more encompassing enclosure would be
desirable for client handling.

Going forward, it would also be desirable for the firmware
controlling the microcontroller to be written entirely in an
lower level embedded language without the use of Arduino
libraries, while including more complex control logic and
health tests - both for testing the hardware, as well as the
validity of random bit stream. Finally, relating to software it
would be desirable to have a driver such that the device can
interact with the host operating system at a lower level,
allowing the device to add to the internal entropy pool
directly. Once the prototype design is optimised, it is hoped
to proceed to a stage of industry-standardised testing and
certification, followed by small order manufacture.



V. RESPONSIBLE INNOVATION

Enhancing the cryptographic systems that we rely on as
foundational to modern life, whether local to a user or on a
wider scale, can be considered a pro-social application of
technology. Additionally, the employment of non-
cryptographic randomness is a vital tool for research in the
name of further positive causes - from statistical sampling to
Monte Carlo simulation.

Ensuring minimal power consumption (and the resultant
environmental impact) is also a consideration for this
project - the current prototype and resonant tunnel diode
design dissipates a few nanojoules per bit (further reducible
by adjusting semiconductor fabrication specifications), with
the peripheral electronics designed such to to capitalise on
this. The power for this device is provided by the USB of the
host device with the hope of renewable upstream power,
and any future portability or host-less RNG beacon
functionality intended to use rechargeable, sustainable
power banks.

The current prototype of the Q-RAND uses a conductive
polylactide faraday shield and protective cover. These were
fabricated through the low-waste technique of fused
deposition, using a material that is recyclable and
industrially compostable.
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