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We plan to leverage Digital Footprint Data (DFD) through the
development of a proof-of-concept, minimum viable citizen
science ecosystem, which enables any individual to perform
research that is in the public interest. Our first use case focuses on
research related to tracking social interactions. Here, we develop
a sensing device which incorporates aspects of group co-
ordination, person mobility, citizen surveillance, and lifelogging.
Measuring any of the above relies on mobile technologies for out-
of-the-lab sensing, allowing researchers to track how specific
variables change across different contexts and timeframes. Our
plan is to extend the micro:bit (a pocket sized computer) to
empower anyone to collect, interpret, understand, and share DFD
with user-friendly interfaces and low-code tools. The outcome is
wide-scale public engagement with digital footprints, fostering
awareness, understanding, and skills for navigating a DFD driven
world. It offers valuable opportunities to educate individuals
about both the potential applications and the privacy implications
of DFD.

I. INTRODUCTION / BACKGROUND

In a world dominated by DFD, citizen-led research can
significantly contribute to the public discourse and the
responsible use of DFD, impacting policymakers and
technologists. However, it is difficult for the public to engage
in these conversations without sufficient digital literacy. To
understand their DFD, a person needs to grasp basic concepts
about what data is, where it comes from, and how it relates
to their digital activities.

One pertinent DFD use case is studying the features of social
networks and interactions to build up profiles about people
and groups. This has far reaching privacy implications as
sensitive information can be derived from this data, such as
political affiliations, health conditions, or sexual orientation.
This can cause harm if exploited by malicious actors or used
to discriminate in employment and insurance settings. On
the other hand, DFD related to sociability can be used to
study wellbeing, group cohesion, and collaboration. By
engaging citizen scientists in social interaction research, they
can learn about both the benefits and privacy implications of
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DFD and contribute to conversations about their own digital
futures.

Consequently, providing an ecosystem for citizen scientists to
engage in social interaction research is the focus of this
paper. This will be done without the need to access DFD from
corporations. This is because DFD currently operates in a
corporatocracy, whereby DFD is typically collected, used, and
controlled by organisations for corporate interests. This
provides barriers when utilising DFD for public good and
educating citizens. Consequently, the design of the
ecosystem incorporates values such as the creation of open-
source resources, the use of low-cost hardware and the lack
of prerequisite technical skills to ensure low barriers to entry.

II. RELATED WORK

MIT’s Sociometric Badge was a wearable device that
measured social interactions in groups [1]. It contained a
microprocessor with infrared, audio, accelerometer, and
bluetooth sensors. It captured conversations and physical
proximity of people in social situations. However, it was a
commercial tool, that required a steep technical learning
curve to use, and the associated software is now obsolete.
Thus, it can no longer be used in research, and was never
well-suited for citizen science studies.

Others have developed a “social mental health sensing”
platform using MEM microphones [2]. To preserve privacy,
the system extracted audio features automatically without
saving raw audio. The inclusion of a microSD card and
2200mAH battery enabled long term data collection. Unlike
the Sociometric Badge, proximity sensing between
conversing people was not included in this platform. This is
likely a result of the wrist-worn design and the emphasis on
logging daily activities, as determining proximity would be
challenging without others also having a compatible device.

Another consideration is sampling frequency. A device called
“EAR” (electronically activated recorder), intermittently
records ambient sound bites whilst a participant carries out
their daily life [4]. EAR typically records only 5% of someone’s
day, sampling 30 seconds every 12 minutes. Embedded is a
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privacy button which users can turn on if they wish for no
recordings to take place during a certain time frame. Over
time, it has evolved from a microcassette recorder to a
smartphone app. It examines aspects of sociability, such as
whether a conversation is happening, if there are any speech
overlaps and if there is speech mimicry.

There are limitations with certain data sources when
detecting social interactions. For example, when using
microphone data, if a device is left in a person’s bag it may
miss conversations [3]. Also, if the device is close to a TV, it
may incorrectly interpret the audio as part of a conversation
[3]. This highlights the importance of adopting a multimodal
approach when detecting social interactions and examining
the validity of data derived from sensors.

III. IMAGINED OR EXISTING PROTOTYPE SKETCHES/DRAWINGS/PHOTOS

We will explore which sensors can be attached to the
micro:bit for the purpose of collecting data on social
interactions. In particular, we will focus on the MIKROE
clickboards [5] and JacDac [6] ecosystems due to a wide
range of existing sensors and ease of compatibility. Both
support the instant connection of sensors and
microprocessors without the need of soldering parts
together, allowing the developed ecosystem to remain
modular and user friendly.

Some sensors we plan to explore beyond those in the social
interaction research noted above are:

GPS - where interactions are/are not happening.
Voice/ Face Recognition — How many speakers?
Time of Flight — 3D social environment mapping
24GHz mmWave — Human presence detection

We aim to create two prototype devices: one static device
that can be mounted ‘in-situ” and one wearable device with
a smaller form factor. Both will use the same ecosystem, but
will contain different peripherals. The ecosystem will outline
any hardware and software needed to attach additional
sensors to the micro:bit (e.g. MakeCode extensions), and will
be shared open source. Its proposed modularity will allow for
customisability, so the research tool is fit-for-purpose for any
given project and will only collect data that is needed.

‘Plug and play’ ‘In-Situ’ monitoring
micro:bit sensor

extensions

Event monitoring
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We are not starting technological development from scratch
and our partnership with the Micro:bit Educational
Foundation and Microsoft Research offers notable
advantages. At the heart of the ecosystem, we will leverage
the micro:bit - a pocket-sized, user-friendly, reprogrammable
computer, which has been adopted globally in classrooms by
over 38 million children [7]. Using a block programming
platform called Microsoft MakeCode [8], users can customise
what data to collect and when, by dragging and dropping
blocks together, like jigsaw pieces. Any subsequent collected
data is stored only on the portable devices. Then, after data
collection, the devices can be connected to a computer, data
visualisations viewed, and the data exported as a .csv file
using Microsoft MakeCode’s Data Viewer. All the above
requires no prerequisite technical skills from a citizen
researcher. As the underpinning technology is supported by
Microsoft and a growing global community of MakeCode and
micro:bit users, the ecosystem promises longevity and
sustained engagement, standing out from other commercial
setups that quickly become obsolete without ongoing
funding and technical personnel (e.g. MIT’s Sociometric
Badge [1]).

IV. RESPONSIBLE INNOVATION

When exploring add on sensors, we will build a sensor
dictionary that 1) describes a sensor, 2) its ethical/security
considerations, 3) its capabilities and limitations for citizen
science research, and 4) some proposed best practices. The
purpose is twofold. It will inform the design of a final list of
sensors to incorporate in the ecosystem. It will also help both
citizen researchers and ethics committees to review projects
using the ecosystem by outlining concerns and potential
ways to mitigate these. As a bi-product, this also ensures the
ecosystem meets the ethical standards and data security
requirements of universities and other public organisations.

The ecosystem will be designed so that its parts can be
reused in many studies. In particular the modular design of
the ecosystem allows for the swapping in and out of different
sensors depending on the project of interest, without having
to purchase entirely new kit. This in turn increases the
sustainability of the ecosystem, by reducing lab waste.
Furthermore, the hardware will be robust to drops, scratches
and bumps, and designed with longevity in mind. All of this
minimises the environmental impact of the ecosystem.
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VI. ACKNOWLEDGEMENTS

We thank The Wellcome Trust for providing funding for this
work.

We thank all our collaborators who have contributed to the
conceptualisation and design of this project: Professor Joe
Finney, Dr Kate Slade, Professor David Ellis, Dr Lukasz Piwek,
Professor Stephen Hodges, Professor Mark Levine, Dr
Mattias Sjoberg, Dr Lorraine Underwood, Dr Liz Edwards.

VII. REFERNCES

[1] D. Olguin, ‘Sociometric Badges: Wearable Technology for
Measuring Human Behavior’, Master in Media Arts and
Sciences, Massachusetts Institute of Technology, 2007.
[Online]. Available:
http://dspace.mit.edu/handle/1721.1/7582

[2] L. Jiang et al., “Wearable Long-Term Social Sensing for
Mental Wellbeing’, IEEE Sens. J., vol. 19, no. 19, pp.
8532-8542, Oct. 2019, doi:
10.1109/JSEN.2018.2877427.

pro? Network+ Summer School, July 2025

[31 G. M. Harari et al., ‘Sensing sociability: Individual
differences in young adults’ conversation, calling,
texting, and app use behaviors in daily life.’, J. Pers. Soc.
Psychol., vol. 119, no. 1, pp. 204-228, Jul. 2020, doi:
Bernstein.

[4] M. R. Mehl, ‘The Electronically Activated Recorder (EAR):
A Method for the Naturalistic Observation of Daily Social
Behavior’, Curr. Dir. Psychol. Sci., vol. 26, no. 2, pp. 184—
190, Apr. 2017, doi: 10.1177/0963721416680611.

[5] MIKROE, ‘Click boards™’. [Online]. Available:
https://www.mikroe.com/click-boards
[6] Microsoft Research, ‘JacDac’. [Online]. Available:

https://microsoft.github.io/jacdac-docs/

[7] Micro:bit Educational Foundation, ‘Foundation Reports’.
Accessed: Oct. 30, 2023. [Online]. Available:
https://microbit.org/impact/foundation-reports/

[8] Microsoft, ‘Microsoft MakeCode’. [Online]. Available:
https://www.microsoft.com/en-gb/makecode



	I. Introduction / Background
	II. Related work
	III. Imagined or existing prototype sketches/drawings/photos
	IV. Responsible innovation
	V. Author bio(s) / experiences
	VI. Acknowledgements
	VII. Refernces

